UNIVERSITA
DEGLI STUDI

FIRENZE

unip

UNIVERSITA DEGLI STUDI
[ FERLIGIA,

Operational technology Malware Alarms with Sandboxing and Honeypotting.

Supervisors: PhD student:

Prof. Stefano Bistarelli
Prof. Francesco Santini

Dawit Berhan

Rimini, 06 February 2026 .



Background

Sophisticated Attacks

( OT Environments \

Disruption 1

@ Disrupted Processes )

Mmlse

Cyber Threats

%

LK
n

Physical Impact

V

Compromise

- Crltlcal Infrastructure )




Real-World Examples of Sophisticated Cyber Attacks on OT/ICS

Russia-Aligned ELECTRUM Tied
to December 2025 Cyber Attack
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Motivation

Traditional IT

Security Tools

Lack of OT

High False Positives
& False Negatives

Protocol Awareness

 Limited Detection Accuracy |
 Slow, Manual Response :

SIEM - Security Information and Event Management
SOAR - Security Orchestration, Automation, and Response

OT MASH

Honeypots in Sandbox
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Realistic Simulation
of OT Malware

» Host + Network
Behavior

 PLC Emulation
n
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Integrated with
SIEM/SOAR Systems

» Better Event Correlation

» Reduced False Alarms
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Improved OT Threat Detection & Mitigation

« Faster + Automated Response ‘
« Enhanced Accuracy ‘




PLC Scan Cycle
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Communication protocol:Modbus

Modbus Protocol

TCP/IP Communication Model Flexibility

» Uses port 502/TCP | e Modbus uses a client-server ¢ Modbus is independent of
when spoken over TCP/IP. (master-slave) model for the underlying PLC architecture,
communication. making it a highly

[ & ] — versatile protocol.
TCP/IP nort 502 Client Server
(Master) (Slave)




Modbus data types and example devices

Discretes Input Single bit Read-Only

Coils Single bit Read-Write

Input Registers 16-bit word Read-Only
RN Raneenen

Holding Registers 16-bit word Read-Write

Modbus Data Types
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PLC Scan cycle

&) Sensing Phase

e Input states from sensors (e.g.,
temperature, pressure) are read and latched
into the Process Image Input (PIl) memory

buffer. Acquisition of input values.

W Process Image Input (PlI)
iploRi N0 o

101 | 102 | 101
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@ Computing Phase

o The user-written control program
(in languages like Structured Text)
executes once, using the frozen Pll data
to calculate output commands.

Execution of the user program.
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_ot Acting Phase

e The computed outputs are written to the
Process Image Output (PIO) buffer, which
is then used to update physical actuators.

Update of output states.

Process Image Output (PIO)
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The connection of the three Modules: Network Architecture

SandBox Node
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g=
Windows VM
LOGistICS Node
docker
LOGistICS + Honeybus

(S7comm) 102/TCP

ViewMod Node
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______ ( Analysis Network




ViewMod Default GUI
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Case-study Example:Water problem PLC

L 1

A simple representation of the hypothetical problem.
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viewmod on attack
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Data Extraction from Honeypot-sandbox interactions to ViewMod

Memory Dump

* Process Code
* Injected Payloads
* PLC Buffers

» C2 Communications

o )

4

o Hidden Payloads
o Subtle ICS Exploits

o Network Traffic

e Command History
o System Calls
e PLC Actions

k<47

¢ Logic Changes
o Setpoint Modifications
o Anomaly Scores

* Process States

\

\4

o Advanced Attack
Stages

\ 4

e Process Anomalies
o Safety Violations

v/ Automated Detection

v/ Low False Positives

v/ Low False Negatives
v/ Detect ICS Malware

@ ML / Al Model Analysis .r:*
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» Automated Detection
» Low False Positives

» Low False Negatives
o Detect ICS Malware
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Correlate Attacker Actions with changes in PLC state

v

Attacker Actions Q

» Execute Malicious Code

B

+ Upload Malicious Payload

 Modify PLC Settings

> 5=

« Invoke Unauthorized
| Commands

PLC State Changes

+ PLC Mode Changes
(RUN — STOP)

=RUN sor

« Unplanned Actuator/
Sensor Movements

JalY: - )]

« Altered Output State
(Relay, Motor, etc.)

« Unusual Error Codes
or Alarms

Time-Series Analysis ‘

?(c:» Pearson Correlation Coefficient

Correlation Analysis Methods

» Time-Series Analysis

v

 Scatter Plot ((= P,D)

«<—» Granger Causality Test
« Scatter Plot ((2,)




False Negatlve

Benign Activity ‘ Malicious Activity
Labeled as Malicious Labeled as Benign
Example: Example:
A maintenance script that A hacker installs malware
updates PLC firmware that manipulates PLC
gets detected as malware. registers but it goes
undetected.
NS NS
&False Alarm Causing l—} N Undetected Threat
Disruptions ‘ Leading to Damage
Consequence: ‘ Consequence:
o Unnecessary Downtime e Loss of Control & Safety Risks
» Reduced Trust in Security e Potential Financial & Physical
System | Damage

w’ Benign A& Malicious



Project expected outcome

Fully Functional Sandbox + Honeypot for OT Malware

« Dynamic malware execution » Technical requirements
« Honeypots emulating PLCs « Selected tools
 Support for Modbus, S7Comm

!

Detailed Behavioral Insights on OT Malware

« Host + Network Level Events Analysis

4
Improved SIEM Detection Accuracy

« Reduce False Positives/Negatives
« More Actionable Alerts

]

Semi-Automated Response for SOAR
« Faster Threat Mitigation
» Automated Responses

i

\ 4
Validated Through Realistic OT Attacks

» Realistic Attack Scenarios

» Robustness of Platform
1

- .
4
/

Enhanced Cyber Physical Resilience
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Thank you very much!
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