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Background 
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Real-World Examples of Sophisticated Cyber Attacks on OT/ICS

3

Russia-Aligned ELECTRUM Tied 

to December 2025 Cyber Attack 

on Polish Power Grid

Chinese cyber attacks on Taiwan’s 

NSB critical infrastructure are up 

113% daily since 2023



Motivation 
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SIEM → Security Information and Event Management
SOAR → Security Orchestration, Automation, and Response



PLC Scan Cycle
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PLC Scan Cycle



Communication protocol:Modbus
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Modbus data types and example devices
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PLC Scan cycle
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The connection of the three Modules: Network Architecture
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ViewMod Default GUI

10



Case-study Example:Water problem PLC
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A simple representation of the hypothetical problem.



viewmod on attack
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Data Extraction from Honeypot-sandbox interactions to ViewMod
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Correlate Attacker Actions with changes in PLC state
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Project expected outcome

16



 Thank you very much!
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